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Interface Component

in out 5

@ Each component has input and output
ports

@ Ports of different components can be
connected together

@ Composition is potentially hierarchical
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Interface Component

in out 5

@ Each component has input and output
ports

@ Ports of different components can be
connected together

@ Composition is potentially hierarchical

outp inpg

Composite components:
M=M;®---0&M,

Represented by the composition of components
(both composite and leaf) where ® is the
composition operator

Leaf components: M = (V! VO T, T, F)
Represented by Interface Transition Systems
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Contract based design with OCRA

e Consider for each component C' a contract (A, G): couple of assumption and guarantee
LTL properties

@ Defines a notion of refinement: a component C' is refined by its sub-components
Sub(C) = {C4,...Cy} iff

© Impl: (Ac,esup(c)(di = Gi)) = (A= G)
@ Env: For all C; € Sub(C): (/\CjeSub(C)\{Ci}(Aj —=G;)) = (A= 4A)
© For each leaf component of the hierarchy: Cicas = Aicas = Gieay
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Introducing asynchrony

What if components runs asynchronously? Interleaving execution of components.
We introduce a special boolean variable run; that is true iff C; is running.
We introduce the scheduling constraint «.

We expect each component C; to run infinitely often (encoded inside ).

Output variables (Vio) do not change when Cj is not running
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Toy example

send; Tec2

0119
rec —» cl c2 ¢
n 13 send
Lry: |
try of
> c3 —

fail

01 :=G(rec — o = iA
(tryy A o) = o1)Usend;)
02 7 =G(recy — o =iy A Xsends)
ves :=G(try — o’f =13 A Xfail)
v :=G(recNi=v —
F(send No=vV fail Aoy = v))
a :=G(i1 — rung)A
G(send; — rung)A
G(H<ptryr — runs)
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Trace projection

For each trace 7, of the composition, we consider the projected trace to the local component
TG

Vi, 7o, Wi, o, W4, o, Vi, o, Vi, Vo, i, Vo,
run; —run; —run; run; —run; run;
s T
g A
gy
Vi, 7o Vi, 7o i, Vo
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LTL rewriting

We define a rewriting R* such that

Tlocal ): i < T global ): R*(SOZ)
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LTL rewriting

We define a rewriting R* such that

Tlocal ): i < T global }Z R*(SOZ)

R it assumes to be on a state in which run; holds
a: R(a) :=a
 R(-) = ~R(Y)
Vi R(hr V tha) := R(1h1) V R(12)
X: R(Xep) := X(run;R(—=run; V R(v))
U: R(p1Ue2) := (—run; V R(Y1))U(run; A R(2))
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Tlocal ): i < T global }Z R*(SOZ)
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a: R(a) :=a
~ R(~) = ~R(Y)
Ve R(wl Vo) = R(wl) V 'R(wg)
X: R(Xe) := X(run;R(—=run; V R(v)))
U: R(p1Ue2) := (—run; V R(Y1))U(run; A R(2))
Y: R(Yv) := Y(—run;S(run; A R(v)))
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LTL rewriting

We define a rewriting R* such that

nw<C X< e

Tlocal ): i < T global }Z R*(SOZ)

it assumes to be on a state in which run; holds

R(a) :=a

R(—p) =R ()

R(11 Vo) =R (1) V R(12)

R(X) := X(run;R(—=run; V R()))

R(wl UwQ) = (—w”uni V R(Ibl))U(TUTLZ A R(¢2))
R(YY) := Y (—run;S(run; A R()))

R(wlswg) = (—w"unl- V R(wl))S(runl A R(?,bQ))

"maps” 0 to the first transition with run;

R*(¢i) = runiR(=run; V R(p;))
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Example neXt

Propioc = X Propgior = R(Xp) = X(run;R(st V ¢))
@, Y @, Y ®, Y -, Y
/_\A
- TETTEET
v

5 T, Tung D@, DY, TTUNGTY, Y, TTUNG @, TP, TURG @, T, U T, P, Tung
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Example neXt

Propioc = X Propglob = R(Xp) = X(run;R(st V ¢))

P

5 T, Tung D@, DY, TTUNGTY, Y, TTUNG @, TP, TURG @, T, U T, P, Tung

—run; V @

TUN /\ %)
run; R(ﬁrunl V @)
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Example neXt

Propioc = X Propglob = R(Xp) = X(run;R(st V ¢))

P

5 T, Tung D@, DY, TTUNGTY, Y, TTUNG @, TP, TURG @, T, U T, P, Tung

—run; V @

R(Xgp) run; R(ﬁrunl Vo)

TUN /\ %)
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Example Until

Propjoc = Uy Propgior = R(1Utg) = (—run; V b )U(run; A ig)

-,

@, Y @, Y ®, Y
/_\A
Tlocal
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Example Until

Propjoc = Uy PTOpglob = R(Y1Ux)2) = (—run; V ¥1)U(run; A o)

—p,

5 T, TUng D@, DY, TTUNGTY, Y, TTUNG @, TP, TURG T, TUng T, P, Tung
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Example Until

Propio. = Uy PTOpglob = Ry Utha) = (—run; V 1)U(run; A )
s P> -, Y
/_‘
Tlocal -
wa
@, P, run; @, Y, run;oe, Y, rung @, P, run; @, P, run; e, P, rung
/\
Truni Ve run; A 1[)
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Example Until
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Optimization

Properties with input and outputs:
@ Properties are over input and output variables

@ output variables do not change when run; does not holds
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Properties with input and outputs:
@ Properties are over input and output variables

@ output variables do not change when run; does not holds

R(¢), ~run; R(¢), ~run; R(p),run; —~R(p), ~run; ~R(p), run;

=
R(p) —“R(p)

" Stutter tolerance” of ¢:
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Optimization

Properties with input and outputs:
@ Properties are over input and output variables

@ output variables do not change when run; does not holds

R(¢), ~run; R(¢), ~run; R(p),run; —~R(p), ~run; ~R(p), run;

=
R(p) —“R(p)

" Stutter tolerance” of ¢:

Applying stutter tolerance

@ Stutter tolerant formulae are found syntactically (e.g. U, 0yqr)
o If sub-formula is "syntactically” stutter tolerant, then it is not necessary to apply
rewriting to the current op:
o RY(01p0rU02par) = 0140, U024
° RG(X(olvarUOQUm«)) = X(0144:-U0244,)

@ Stutter tolerance also used for R*
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Applying rewriting to contract refinement

Sync:

Impl: A\ (4= Gi) = (A—G)
C;eSub(C)
Env :For all C; € Sub(C) : /\ (A4 = Gj) = (A= 4)
CjEeSub(C)\{Ci}
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Applying rewriting to contract refinement

Sync:
Impl: A\ (4= Gi) = (A—G)
CieSub(C)
Env :For all C; € Sub(C) : /\ (A4 = Gj) = (A= 4)
C;€Sub(C)\{Ci}
Async:

Impl: A\ (Rj(A) = R} (Gi) A — (A G)
C;eSub(C)
Env Ve, esup(c) A (R3(A7) = RI(G)) A — (A — Ri(A))
CjeSub(C)\{Ci}
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Applications of asynchronous contract refinement

COMPASTA[IMBSA22, CEAS23]

EVA[TACAS23]
e S @ Tool for compositional verification of
o _ — = AUTOSAR (automotive) systems
— " e Contract refinement using OCRA as backend
specicain D\ C? if /A e .. ... o Event based scheduling:
ooment | | o | Faeves | o G(change(BrakeSensl) —

XRBrakeCmd.run)

@ Periodic scheduling:
F<1CC.run A G(CC.run —

@ HW + SW components composition X(=CC.runU1,1]CC.run))

@ Finite Communication buffers
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Supporting finite scheduling of components

@ We want to permit finite scheduling of components

@ sub-components might crash or the scheduler might not be fair.

15/30



Supporting finite scheduling of components

@ We want to permit finite scheduling of components
@ sub-components might crash or the scheduler might not be fair.
@ Composition locally possibly finite while system has infinite semantics.

@ Local traces might have different length

T =6 e —e T =171 X g X T3
Ty:=e —>e—>e—>e—e—. .. After end of local component, it stutters
T3 —e —> e forever.

o Weak semantics (truncated LTL semantics of Eisner and Flsman)

15/30



Supporting finite scheduling of components

@ We want to permit finite scheduling of components
@ sub-components might crash or the scheduler might not be fair.
@ Composition locally possibly finite while system has infinite semantics.

@ Local traces might have different length

T =6 e —e T =171 X g X T3
Ty:=e —>e—>e—>e—e—. .. After end of local component, it stutters
T3 —e —> e forever.

o Weak semantics (truncated LTL semantics of Eisner and Flsman)
Weak semantics (=_):

emiFE_v&i>|t|lormilEy milE- oS miEL
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Liveness in verification, safety and relative safety

Problem:
@ Liveness checking is hard!

@ Our composition makes it impossible to reduce the problem to safety!
Idea:

@ Try to not check the "liveness part” of the property

@ Use relative safety[Henzinger91]. A property "becomes” safety when another property
holds.

@ a —  is relative safety to « if ¢ is safety

NOTE: invariant checking of P # checking of GP (deadlocks and livelocks)
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Properties classification
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Properties classification

Safety property:

P C ¥ is a safety property iff Vr € ¥“ s.t. w# P, 3ry € Pref(m) s.t.
V¥ e X¥ i mpm? F P,

o0 >0 00 —-..CP
—_———
"bad prefix" 7
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Properties classification

Safety property:

P C ¥ is a safety property iff Vr € ¥“ s.t. w# P, 3ry € Pref(m) s.t.
V¥ e X¥ i mpm? F P,

o0 >0 00 —-..CP
—_———
"bad prefix" 7

Liveness property:
A C X% is a liveness property iff Vr € X% Vg € Pref(m) In¥ € ¢ mpn¥ = A.

. —we—e— ... cA
~ N————
Any prefix ™

SafetyLTL: o :=a | —a| oV e | Xe | pRy safetyLTL = safetyN LTL
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Relative safety

Let P and A be two properties. P is safety relative to A iff

Vre Ast. m g P,3ny € Pref(n) s.t.
Vr¥ e ¥¥ ¢ if mpn® € A then ™ & P

Notable examples:
@ g is safety relative to T.
o Gp — Ggq is safety relative to Gp.
® YsarMTL is safety relative to non-zenoness.
o U1 is safety relative to Fy
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Related works

Liveness to safety
@ Encodes absense of lasso-shaped path with an invariant

o Copy all the variables

A. Biere, C. Artho, and V. Schuppan. Liveness checking as safety checking. In International
Workshop on Formal Methods for Industrial Critical Systems, 2002
K-liveness

@ Introduce a counter ¢ that counts the occurrence of a fairness condition
@ Checks FG—f by invariant checking ¢ < k
@ Can only prove valid properties

K. Claessen and N. Sorensson. A liveness checking algorithm that counts. 2012 Formal
Methods in Computer-Aided Design (FMCAD), pages 52-59, 2012.
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Basic algorithm

Check M Ea—p

SymbolicTransitionSystem

(M= M x Ma, )

0 o :=ag Nqy,
o ¢ safetyLTL
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Basic algorithm

Check M Ea—p

SymbolicTransitionSystem

(M= M x Ma, )

No ()
[M' FINVAR 90»[/\4' FaL— Gﬁl(ﬂf)]

. Yes

a = ag N\ qy,

o safetyL TL

M Einvar ¢ = M’ = ¢ (Einvag reduces safetyLTL to invariant)
Try to extend the trace to infinity
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Basic algorithm

Check M Ea—p

SymbolicTransitionSystem

(M= M x Ma,

—

No (7y)
[M' EINVAR SOMM' Eap— G_‘l(ﬂ'f)]
No

Yes

0 o :=ag Nqy
o ¢ safetyLTL
o M’ =nvar ¢ = M |= ¢ (Ernvar reduces safetyLTL to invariant)

@ Try to extend the trace to infinity )50



Basic algorithm

Check M Ea—p

SymbolicTransitionSystem

UNKNOWN
(mr)

[M' EINVAR 90 MI Ear — G-l 7Tf

(M= M x Ma,

—

Yes

0 o :=ag Nqy
o ¢ safetyLTL
o M’ =nvar ¢ = M |= ¢ (Ernvar reduces safetyLTL to invariant)

@ Try to extend the trace to infinity )50



CEGAR Algorithm

(M= M x M,
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CEGAR Algorithm

(M= M x M,

N\

[M' EINvaR 90]
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CEGAR Algorithm

(M= M x M,

N\

[M' EINvaR 90]

Yes
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CEGAR Algorithm

(M= M x M,

[M' =NV AR @MM' = G_‘Z(Wf)]
No ()

Yes
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CEGAR Algorithm

(M= M x M,

[M' =NV AR @MM' = G_‘Z(Wf)]
No () No

Yes
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CEGAR Algorithm

(M= M x M,

M’ = generalize(M' )]

' Yes

[M' FINVAR @MM' E G-l(n

No (7¢) No

Yes

o generalize(M',l(ms)) block unfair states
o If M is a finite state STS, the algorithm is complete
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LTL to Symbolic Transition System (M)

o Vog =V U{vxp | XB € Sub(¢)} U{vx(sup,) | SLUB2 € Sub(¢)} U{vyg | YS €
Sub(¢)} U {vY51552 ’ 61552 € SUb(¢)}
o Iy = Enc(—¢) A /\'UYBEV—\qS —vyg
0 Ty = Noy,ev, Vx5 < Enc(B) A Ny ev., Enc(B) « vy
o F.y={Enc(f1iUp2) — B2 | SLUP2 € Sub()}
where Sub is a function that maps a formula ¢ to the set of its subformulas, and Enc is
defined recursively as:
@ Enc(T)=T
e Enc(v) =
o Enc(pr A gbg) Enc(¢1) A Enc(¢2)
e Enc(—¢1) = —Enc(¢1)
o Enc(X¢1) = vxe,
o Enc(¢p1U¢a) = Enc(p2) V (Enc(pr) A 'UX(¢1U¢2))
o Enc(Yo1) = vy,
® Enc(¢1S¢2) = Enc(¢2) V (Enc(1) A vy(s,5))
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SafetyLTL to Symbolic Transition System

High level idea:
@ Rewrite =¢ in nnf

e Construct STS of —¢ (similar to
LTL2SMV)

o Compute invariant
INVy :=—=(A,,. "vx3)

UX/B

24 /30



SafetyLTL to Symbolic Transition System

Moy = (V-g, I, Tg)

High level idea:
@ Rewrite =¢ in nnf Iy =Enc(—¢) A /\ —vyg
e Construct STS of —¢ (similar to oy EVog
LTL2SMV
S ) . T4 = /\ vxg — Enc(B))A
e Compute invariant vxg€VLg
INVy, =~ -
¢ (Aux; 70x5) /\ vy — Enc(p)

vygEVﬁd,
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SafetyLTL to Symbolic Transition System

Mo = (Vog, Lo, Tog)

High level idea:
@ Rewrite =¢ in nnf Iy =Enc(—¢) A /\ —vyg
e Construct STS of —¢ (similar to oy EVog
LTLsty) | Ts= /\ wvxs— Enc(B))A
e Compute invariant vxg€VLg

INVy = _|(/\UXB _‘UXB) /\ Ulyﬂ — Enc(p)

vygEVﬁd,
Enc(p) :

o Enc(pr A ¢2) = Enc(pr) A Enc(pz), Enc(ér V ¢2) = Enc(¢r) V Enc(é2)
e Enc(—¢1) = —Enc(pr)
o Enc(X¢1) = vxe,

(01U

o Enc(¢p1Ugpa) = Enc(p2) V (Enc(pr) A UX(¢1U¢2))
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Extending invariant check with lookahead

e If M’ has livelocks, multiple steps are required

@ We try to take longer counterexamples to rule out deadlock states (= AX"T)

safetyLTL2STSLa(M’', o, n) :=
O (M’ INV,) := safetyLTLSTS(y)
Q@ M « (V' U{la},T' Nla =0,
T A(la>0V-INV, = ld =la+1)A(la=0ANINV, — ld =0)))

(3] Return((/\/liad)f, la <ny))
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Experimental evaluation

Comparison with k-liveness, liveness to safety.
A/G contracts (e.g. Wheel Brake System)
Bounded response

Asynchronous composition

NuSMV models

Monitor-Sensor
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Comparison with k-liveness
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Comparison with liveness to safety
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Comparison with rels-no-la
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Open problems and possible extensions

Performance strongly depends on the translation from property to STS (The construction
might introduce deadlocks)

« —  is a restricted application of relative safety

Generalization is still a work in progress (based on inductive invariant extraction from
k-liveness)

Possible direction would be to specialise this for contract refinement
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