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Models, Assumptions & World-Machine (OS)

domain hypotheses:
- h/w performs to its spec
Bootloader correct

ersary expectations:
- cannot change hardware

- which interfaces accessible

- compute power

- cannot observe timi

deploymen Umptions*

- physically secured hardware

1 device drivers

ot
. E IR — .
neCessarllv : “’ L deployment
ul 4 . efinitely not
machine % under our
' control
world = domain + adversary:
7rld deployment domain = environment without adversary

Paul van Oorschot

*supported by: deployment and config. constraints
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Confidentiality (Information Flow) Proofs
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Sequential vs Whole-System

Sequential Confidentiality
| assumes application components C
are maximally hostile €®
proved security only by reasoning ’
about mandatory, enforced abstractions ‘
simple static policies only

N . . Output
reasons about interactions between concurrent, Driver
application components

proves that their composition
yields a secure system

runtime state-dependent and
data-dependent policies and behaviour

Concurrent, Whole-System Confidentiality .

Output
Driver
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The Cross Domain Desktop Compositor
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Cross Domain Desktop Compositor

Low
Network

Network
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CDDC User Experience

DOMAIN 1

vy her Wendoa Poevat | ghoon

SECURITY

Most read
Touchnote breach:
Wrote a postcard
with us? Thieves
have your pal's
name, address
SRR

al e rae ]
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CDDC Architecture

(Cortex A9)
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Threat Model
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selL4-Based Software Architecture

(ignoring device adwmintstration and configuration,
plus Rey board LED control)

TT 0 ~ C)u}put
- Driver

Input
Driver

1600 L=

Output
Driver
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Motivation: Security Property
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Motivation: Security Property
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Motivation: Inter-Component Invariants
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Motivation: Component Interfaces
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Motivation: Shared Memory Concurrency

Switch (idealised, obviously):

K Output
Driver

Output
Driver

temp := buffer;

if sMode == 0 then
low-var := temp high-var low-var
&,

high-var := temp

endif;

temp := 0

sMode (s switch’s mode

dMode defines buffers classifieation Input
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Compositional, Value-Dependent Security

) control vartable (must be statica Ly Low)

Cvar dMode L // clas: Low
var high-var // clas: High

vaLue—de'pewolewt classification

var low-var, sMode // clas: Loy __

var buffer _// clas: dMode == 0 ? Low s

=

"High_

lock 1 /7] NRW: {dMode, sMode, temp}
inv: (dMode == sMode)

W — ; .....

_ == * — —
/* {dMode,sMode,temp} += AsmNORW N wariant
_acquire (dMode == sMode) */ __==
temp := buffer; -
if sMode == 0 then dawamio, Local

low-var := temp assumptions
about environment,

else ,
for compositional

high-var := temp

reasoning
endif; (acquired and released
temp := 0 via Llocks)
(stmplified, of course) | — _—
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THE COVERN LOGIC

54

Robert Sison

ILLP{c}T',L", P




http://covern.org

< 2 C O covernorg

The COVERN Project

Compositional Verification and Refinement of Noninterference

More information »
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Verification Framework: Requirements

v

Input
Driver

v
Output
Driver
Output
Driver
20

Compositional Security Property '

IFIP WG2.3 | Toby Murray | May 2018



Verification Framework: Requirements

Y

lock(1l);
/* {dMode,sMode,temp} += AsmNORW
Sound Program Security Logic acquire (dMode == sMode) */

:= buffer;

E if sMode == [\
low-var := t ’

else
Compositional Security Property
high-var := temp
" endif;
temp := 0
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Types and Typing Judgements

state preal Leates

)
I,LP{c\T L, P

tgpiw@ context /X

whteh Locks have
been acquired

types depend on memory

we encode them as state predicates

type interpretation: [t[mem = if |t|mem then Low else High

subtype: 1 <:p 1 = (P A t') — 1



Type System: Example in Action

] {} true 1lock(l);
[t : true] {E (s{ﬁ:dﬁl) temp := buffer;
it: @M =0)] S (sM’=dM) if sMode == 0 then

[t : (d=0)] {I}S(sM=d\Pr sM=0) 1ow-var := temp
r s P

else

high-var := temp
endif;
temp := 0

Is (dM=0) a
subtype of true,

under
(sM=dM A sM=0) ?

(sM=dM A sM=0 A
true) — (dM=0) ?

lock | protects sMode, dMode and temp, with invariant sMode = dMode



CONCLUSION

omposucwwaL
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| Fovrrent IFC reasoning borrowing tdeas from CSLs

—modelled and \/enﬁeal secun’cg—cn’cwm s/wW fuwctwwa LL’cg o-(-" CDDC

Still Lots more to be dowe.

— T

IFIP WG2.3 | Toby Murray | May 2018 24



P ———

Daniel Schoepe

ﬁ

. I.'In.f“ I !ﬂ - |';"J|[').i lﬁf"ﬂ?{"‘ﬁ; :
!i""'.a( lul'l'fll.:'|"|"“‘ ” 'M‘!‘*!li» lh‘@ 'g%

Yw »N‘Ihll. ! "lu G
——e—

Andrei Sabelfeld

ﬁ



Drawbacks

* No support for declassification
— Compositional declassification in general not well understood

state preolicates

)
L. P{c)T L, P

typing context X
whteh Locks have
been acquired

* Qur logic does double duty:
— Functional correctness (P and L)
— Security (I')

IFIP WG2.3 | Toby Murray | May 2018
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Declassification (in Qubes OS)

Flle
[user@work -15 I
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Declassification

secret := .. // get secret from somewhere
output(H, "Declassify: " + secret);
answer := input(L):

if (answer = 1)
then declassify(secret) ;

We model allowed declassifications as declassification
predicates on the current state s and the declassification
event a

- e.9. D(a,s) = last_output(s,H) = a A last_input(s,L) = 1

- States s include full trace frace(s) of input/output events so
far

IFIP WG2.3 | Toby Murray | May 2018 28



Defining Secure Declassification

There are so many declassification definitions.

We use a modern, knowledge-flavoured definition.

& - @
T

Attacker can observe:
- initial Low (public) memory
- Low parts of the trace 7 (I/O on Low channels)

Attacker’s uncertainty:

« we could have started in any state s that has the same initial Low

memory and produced the same Low trace
« uncertainty(so,t) =

{so’l So’ =L So A At’. So”—* ' A trace(t’) =, trace(t)}

IFIP WG2.3 | Toby Murray | May 2018
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Secure Declassification

Security holds iff, whenever:

* So —"t
S -
- trace(u) = trace(t).[4]

Then:

- If ais declassification then D(a,t) must hold
- Otherwise: uncertainty(so,t) € uncertainty(so,u)

must hold

Aside: This is a bit weak for programs that branch on secrets:

if (birthYear > 2000

D§551fy 6WED J

a551f1 birthMont

IFIP WG2.3 | Toby Murray | e 30



How to prove security compositionally?

A compositional knowledge-based definition?

Too hard

Observation: Type systems / program logic just defines and
proves a (relational) invariant.

Why not just do that directly?

Also, let’s decouple the functional correctness
and security parts.



Example

/<fhread 1: ‘\\
acquire(lock) ;
if (src = 0)
then buffer := input(L)
else buffer := input(H)
\félease(lock); 44/

IFIP WG2.3 | Toby Murray | May 2018
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Annotations (1)

ﬁ'hread 1:

acquire(lock) ;

if (src = 0)

then buffer := input(L)
else buffer := input(H)

- — -

- —
-
-—----~
-

\E?Iease(lock); ‘//
Thread 2: \
acquire(lock) ;
if (dest = 0)
(st = ore Tthen output(L, buffer)-
------------ J‘elggﬁeﬁ%put(H buffer)
fmmm
v osre =10 felease(lock)

-------------

/

IFIP WG2.3 | Toby Murray | May 2018

/Thread 3: \
acquire(lock) ;
src = (src =0) 71 : 0;
dest = src;

release(lock) ;
\_

—————————————————————————————————————————

. src = 0= buffer = input(L) A
src =1 = buffer = input(H)

N ———— - - 7---—

-
s ———

\
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Annotations (2)

/Thread 1: =
acquire(lock) .. e _QC_I_S‘ _lock(lock —)- . o
if (stc = 0) has_ loe*f_(_lac:’_f)_-
then buffer := input(L) : _/'
else buffer := input(H) / Thread 3: ,‘:,’/ )
release(lock) ; acquire(lock) ; §
\ / q ( )
src = (src = O) 71 : 0;
Thread 2: ‘has_lock(lock) | | dest = src;
acquire(lock); _.====""" [ \release(lOCk) ; y
if (dest =0 | @ @———
------------ ~ - - -] - .
(dest — sy fchen output(L, buffer)s==zziir , src =0 = buffer = input(L) A
r'_'_'_'_'_'_'_'_'_'_'_'_l'_f,l,,sﬁf*e'ﬁ'tPUt (H, buffer) | src =1 = buf fer = input(H)
} src=0 felease(lock) Y. e e e ===

IFIP WG2.3 | Toby Murray | May 2018 34
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Annotations (3)

/T hread 1: P I o e
acquire(lock); T -}qug lock(lock -)- -
if (src = 0)
then buffer := input(L)
else buffer := input(H) / Thread 3:
release(lock): acquire(lock) ; ¥
\ J duire tlock)
src = (src = 0) 7 1
Thread 2: ‘has lock(lock) | | dest = sre; . dest = src
acquire (lock); _.====""" [ \release (lock); )
if (dest = 0) . .
:Ei—e_gi_—:“s-;*& *then output (L, buffer)-= -::::ZZ:::= src = 0= buffer = input(L) A i
R elf;gmﬁ'tput (H, buffer) | src =1 = buffer = input(H) :
L sre=0 i"elease (lock) ; / e EEE LR PR Rt 7----"
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Annotated Programs

Commands c carry precondition annotations A

IFIP WG2.3 | Toby Murray | May 2018

c .= skip
| c1; Co
| {A} x =€
| {A} x:=p €
| {A} out(/,e)
| {A} x « |
| {A} if (e) then cs else c2
| {A} while e {/} do ¢
| {A} acquire(/ck)
| {A} release(/ck)

36



Type System for Annotated Programs

Intuition: Precise annotations allow dependency
(data flow) information to be inferred

T-Ovut
Vs,s'.s=¢gs' As€e AANs" € A= [e](s) = [e](s)

- {A} out(Z, e)

T-DEcCL
Vs.s € A= D([e](s),s)

- {A} declassify(e)

R — T

IFIP WG2.3 | Toby Murray | May 2018



Soundness Theorem

5 If every thread is well-typed,

local
reasoning and all annotations hold when the threads
use 7 arerunin parallel,

your favourite
concurrent Then their parallel composition satisfies the

program -
verification security property

method

(so far we have used Owicki- (generate annotations
Gries (Prensa Nieto '02) and using your favourite
Rely-Guarantee) program analysis methods,

since generation doesn’t
need to be trusted anyway)

IFIP WG2.3 | Toby Murray | May 2018 38



Type System Example

- if (dest = 0) then out(L, buffer) else out(H, buffer)



Typing Rules

T-Sxip T-LASSIGN T-UASSIGN
x € dom(L) Lix)C Lie) x & dom( L)
{ + skip (F{A)x=¢ (r{Alx=¢
T-DecL . T-Ovur
Vg. A(g) = D(L(e), L(x), e (9),{A} x =p €) AFe
fr{A}x=pe f+{A} out({’, e)
T-LIN T-Uln
x € dom(L) L(x)ct’ x ¢ dom(L)
{r{Ayx (' (r{A}x
T-1¥ T-WHILE
AFe {+c {F o AFe I =e¢ frec
{ - {A} if (e) then ¢, else ¢, {+{A, I} whileedo ¢
where:

Ase=VYmm' m=;pm' AmeArm' e A— [e](m) = [e](m’)

IFIP WG2.3 | Toby Murray | May 2018
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c.f. Murray et al., EuroS&P 2018

modifiabley (x) readable; (e) I'Fe:t stabley (t)
P’ = post, (x := ¢, P) X NRW(L) — 1 <p: L(x)

- ASSIGN;
NILPlx=¢}Tx—iLL.P

xeC modifiable; (x) readable; (¢e) I'te:t t <p Low
(¥v € dom(T). x ¢ vars(T'(v))) P’ = post; (x :=e, P) secure_update

L P {x:=e)I",L P

ASSIGN

readable; (€) I'~e:t t <p LOW L (P Ae){c) 'L, L, P I L. (PA-e){c} I L, Py
I’y =p, 1 I = [ P r P P r P (17, L’ P) € (l", 1’ P') (I, L', P) € (I", L’ P')

P
[LL P {if e then ¢ else co} T'. L', P’

IrLow

readahbler (e) Nr-e:t { <p Low ILL(Pae)(c)TLLP

WHILE
IL,P{whilcedoc} I'L,P
ILL,Ple)) T,L P I'\L' P {es) T",L", P”
2 r g0 pte SEQ - . ; SKIP
LR e} IV LY. P 1L, P {skip} I, L, £

1"=I'&¢
- LOCKAC
I, L, P {lock(£)} 17, L U {£}, (P A lockinv(£)) .
{€eL P + lockinv({) I'=Tef PP=Paf side_condition
I, L P {unlock(£)} T', L — {£), P’

IFIP WG2.3 | Toby Murray | May 2018 41
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Isabelle Formalisation

Theory LoC

Language 1k

Security defs. 150

Type system & soundness 2k

Owicki-Gries 600
Rely-Guarantee 1.5k

< Delimited Release 600 O

Misc — 500

Total 6.5k

c.f. COVERN is 10K

More modular, extensible; integrates with existing O-G
framework; easy to automate type checking via Eisbach



Future

« Extending to programs that branch on secrets
— How far can we get with Hoare logic annotations here?

- Extending to weak memory

— Feasible now that functional correctness has been decoupled

« Since “morally” IFC type system doesn’t care about the order in
which statements are executed

— Use your favourite weak memory verification techniques...
« Larger case studies
— e.g. redo the CDDC verification in the new framework



CONCLUSION

— supports compositional declassification
— Lnter-component contracts on shared memory:
—expressed as Hoare Logic assertions

— use your favourite concurrent program technigues

Still Lots more to be dowe.

A —
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Thank You

Q toby.murray@unimelb.edu.au

ﬁ http://people.eng.unimelb.edu.au/tobym

u @tobycmurray


mailto:toby.murray@unimelb.edu.au?subject=

Connection to Delimited Release

 Delimited release [Sabelfeld & Myers 2003] ensures only
information intended to be declassified can be leaked

« Can be soundly embedded into our model with side
condition that occurrence of declassification events does
not depend on secrets.

- Makes sense for programs that do not branch on secrets

 But unclear how to extend to programs that do branch on
secrets



